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Technology is moving fast. 
TMG is moving faster. 
TMG (The Members Group) is an organization devoted to making 

life easier for its clients. As a technology company, TMG continually 

strives to offer the highest quality, customized card processing and 

payment solutions in the market. These tailored payment products 

and services are offered to credit unions and community banks across 

the U.S. and Canada. Innovation and commitment to excellence is 

what sets TMG apart from its competition. Of course, advancements 

in technology do not come without their challenges, especially when it 

involves keeping data safe and secure.

Hackers and cybercriminals are always looking for the big payday. 

They do this by targeting industries with vast amounts of valuable 

data and aggressively searching for gaps in their networks and 

systems. Companies like TMG, ones with access to the personally 

identifiable information (PII) of consumers, are prime targets for the 

corrupt, ne’er-do-wells of the online underworld. Targeted attacks 

make it essential for these organizations to deliver safe and secure 

products that protect the transmission and storage of sensitive data. 

The continual battle against cybercrime requires a combination of 

strategic, forward-looking leadership and intuitive, data-driven  

technology. For many organizations, a security partner plays an  

important role in the marriage of human and technological advances 

to defend against cyber-attacks. Selecting the right partner begins 

with a self-assessment of the organization’s strengths and  

readiness for next-generation enhancements. 
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TMG has always understood the importance of  

protecting its data. From the beginning, its technology 

and security teams have been dedicated to building 

secure products. However, as advancements in  

technologies continued to occur so did the threats 

associated with malicious cyber activity against  

those technologies. 

Finding Yourself at a Crossroads
TMG has very aggressive business growth objectives. 

Knowing this may have an impact on the ability to  

monitor network security at a higher level, the  

company’s technology and security leadership  

understood the need to prepare for continued growth. 

As its client base began to grow, and the demand for 

more innovation in its products and services increased, 

TMG had to make a decision. Were they going to  

expend their staff’s time on improving the reactive  

process of security monitoring, or were they going to 

focus on improving technology by building advanced 

products with a proactive security approach? 

 
 

Playing to Your Strengths
Both reactive security monitoring and proactive  

security development are critical components in a  

comprehensive security program, but it all reverts back 

to assessing a team’s strengths and abilities. TMG’s 

team was capable of security monitoring, as they had 

already been doing so, but the results they were  

getting from their monitoring could not justify the 

efforts being dedicated to it. TMG had been committed 

to building its technology team into an innovative arm 

of its business, and on-premise security monitoring didn’t 

fit within the team’s existing initiatives. This is when 

TMG realized it was time to partner with a third-party  

managed security services provider (MSSP) for security  

information and event management (SIEM) services  

to complement its security and technology teams.

TMG’s foresight into the need for future security  

innovation allowed the company to restructure its  

technology team to better align with its long-term goals 

of making clients’ lives easier. When internal security 

monitoring threatened to slow the technology team 

and stifle advancements, there was no time to delay in 

making a shift in operations. Finding that trusted MSSP 

partner was going to be critical in the pursuit of a  

comprehensive security program.

Opportunities for Enhancement
Understanding When an MSSP is the Right Choice
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There are many factors that go into deciding whether  

or not to hire an MSSP, and if you decide to go with an 

MSSP, it is equally difficult to decide which one to  

select. As is common with many organizations, TMG  

focused on three major factors: effectiveness, value 

and collaboration. Having already elected to go the 

route of partnering with an MSSP, it was time to  

select the provider with the best fit for TMG’s needs.

Effectiveness
The effectiveness factor is about finding an MSSP  

that excels at providing quality SIEM. TMG has a  

brand promise to uphold; its products and services  

are designed to bring innovative and easy-to-use  

solutions to a quickly advancing industry. To deliver  

on that promise while maintaining a safe and secure  

environment, TMG needed to select an MSSP that 

would exceed the expectations of its financial  

institution clients and the consumers they serve,  

as well as align with its pioneering reputation. 

A performance benchmark had already been  

established, as TMG’s internal technology team had  

been delivering on-premise security monitoring. TMG’s 

technology team understood its own capabilities and 

was determined to select a provider that would be even 

more effective and proactive. 

Value
Value is about getting the best for your organization 

with the resources you have. Security is not defined by 

the amount of money you spend, but rather by how well 

you spend that money. Risk must be assessed and  

security decisions be made based on findings in the 

discovery process. 

On-premise SIEM operations are expensive, and with  

considerations for salaries, benefits, software licenses,  

maintenance requirements, and a number of other 

potential unforeseen expenses, these demands  

quickly accumulate. With an MSSP, however, the fees are 

established upfront and honored through the life of 

the contract. Staffing concerns are removed, and hefty 

software implementations are no longer a burden. 

Considering all additional expenses, MSSP is far more 

affordable than the average on-premise SIEM solution.

Collaboration
Collaboration is an essential part of any successful 

SIEM operation, specifically when dealing with a  

third-party MSSP. Effectiveness and value are not 

enough; it is imperative the client and MSSP have an 

open line of communication. Even though the MSSP 

handles the bulk of the SIEM responsibilities, the client 

must be prepared to react to security alerts as they are 

generated. This must be done in a deliberate manner to 

improve the overall security program.

Analyzing Options
Three Factors to Consider When Selecting an MSSP
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$ 190,510 $ 66,264

$ 99,510

$ 389,530 $ 198,792

Integrity MSSPIn-house Solution

Total MSSP CostTotal In-house Cost

Year One Costs

Year Two Costs

Year Three Costs

48% Savings with MSSP Option

Totaling $190,738 over 3 Years

Cost Comparison Based on 

251 Monitored Devices.

SIEM Cost Benefit Analysis
INDUSTRY STANDARD

$ 66,264

$ 66,264$ 99,510

With a strategic plan in place and three main 

deciding factors in mind, TMG set out to select 

a long-term security monitoring partner. From 

a technical standpoint, switching between 

SIEM providers can be done fairly easily, but it 

certainly isn’t something a company wants to 

do from year to year. A great SIEM MSSP will 

continue to add cumulative value to a client 

each year, which is why it is important to take 

your time upfront when searching for the right 

partner and establishing a lasting relationship.

The Right Fit
TMG was vigilant in its selection process. Having 

already managed SIEM internally, TMG’s 

technology and risk teams understood TMG’s 

needs and the appropriate questions to ask. 

They interviewed a number of MSSPs throughout  

the U.S., and one provider stood out. TMG  

became most comfortable with Pratum, a  

Des Moines, Iowa-based information security, 

IT risk management, and compliance consulting  

firm. Pratum specializes in managed security  

monitoring with a team of engineers and  

analysts focused on managed services.

Pratum fit each of the demands of the three 

major factors. Its team was highly effective, 

with accolades in information security and 

proven results with existing SIEM clients, and 

the highly competitive pricing of its managed 

SIEM made it a great value with strong upside. 

(View the table to the right for typical cost benefits.) 

Most importantly, Pratum’s team thrives on 

communicating and building strong  

relationships with its clients. 

Ready. Set. Go.
Once the decision was made, Pratum got  

to work immediately. The implementation 

process was simple, and event population  

began almost instantly. Pratum began by  

working with TMG on new custom log sources 

to ensure hard-to-identify systems and  

applications were logging appropriately. Its 

ability to quickly familiarize itself with systems 

and architecture allows Pratum to communicate 

efficiently with TMG, without needless  

dialogue. Pratum’s focus on event log  

monitoring and the sorting and correlating of 

alerts allows TMG to drive its proactive  

security initiatives without costly interruption. 

Each organization has its role, and in  

performing those roles they collectively  

advance the overall strength of TMG’s  

security program.

Making the Selection 
Understanding Your Needs and Finding the Right Fit
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Over the course of its relationship with Pratum, TMG has  

become immersed in proactively enhancing its security posture 

while relying on Pratum to deliver important security incidents  

and alerts. TMG is no longer bothered with an overwhelming  

number of daily notifications, as Pratum has taken the burden  

from TMG and turned it into a value-add for the organization.  

TMG receives relevant security tickets, without the unwanted 

noise. 

TMG still remains involved in reacting to relevant incidents that  

affect its organization, but not without the helpful guidance from 

its MSSP. “Last year we were receiving alerts, which gave us reason 

to believe we were under attack from a widely publicized vulnerability. 

However, we were able to work with Pratum to determine that 

even though we were being probed, we were not actually at risk. 

Our network was not truly susceptible to the vulnerability, and the 

controls we have in place assured us of our security,” stated Corey 

Weeklund, Director of Technology Infrastructure at TMG.

The thought of an active security breach or malicious cyberattack 

could send some organizations into panic. TMG decided to keenly 

avoid the need for frantic response, and instead to rely on  Pratum 

to help its technology and security experts develop a sound security  

program with guidelines for reacting to cyberattacks. Pratum is 

poised and ready to notify TMG of any issues or alarms that need 

attention. This allows TMG’s security and technology teams to 

commit to their own initiatives with the reassurance of Pratum’s 

preparedness to deliver the necessary warnings and first-class 

security support. 

Evaluation
A Look Back on Pratum’s Impact

50,000

Incidents Per Month

112 Million

Events Per Day

9,000

Notifications Per Month

Information Processed by
Integrity for TMG

23 Tickets 
Per Month

Security Alerts 
Delivered to TMG



To remain focused on enhancing its technologies and maintaining a strong  

security posture, TMG strategically selected to work with a dedicated managed  

security services provider for its security information and event management 

needs. As expected, TMG took the selection process very seriously, and in doing  

so enlisted Pratum’s team of security professionals as their SIEM MSSP. 

TMG’s security and technology teams are confident its network is being  

properly monitored for incidents and alerts, which allows technology and  

security leadership throughout the organization to remain focused on what is 

important to them. The partnership allows each organization to remain dedicated 

to its core competencies while collectively improving the security and privacy for 

TMG, its clients and the consumers they serve. TMG devotes time to proactive  

security enhancements, while Pratum is able to handle the much-needed  

reactive security landscape. The partnership is now into its fourth year, and their 

continued efforts allow for constant growth and security development.

Strong Partnership
Building a Lasting Relationship

Des Moines (Headquarters)  |  1370 NW 18th St., Suite 104  |  Ankeny, IA 50023  |  515-965-3756

Kansas City Office  |  9393 West 110th St., Suite 500  |  Overland Park, KS 66210 

Dallas Office  |  5050 Quorum Dr., Suite 700  |  Dallas, TX 75254 

www.pratum.com  |  sales@pratum.com
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